




INTRODUCTION 

The accountancy profession should carefully prepare for the General Data Protection Regulation (GDPR) 1 , 

entering into force on 25 May 2018. It provides the mandatory legal framework for the protection of personal 

data within the EU. Accountancy practitioners process personal data and are therefore directly impacted by this 

legislation. The GDPR builds on and replaces the EU Data Protection Directive2 (the Directive), which was adopted 

21 years ago. 

Since 1995, the ways in which personal data is communicated and used have changed. The new legislation 

has, therefore, a dual purpose - (i) to take into account these changes in the personal data landscape and (ii) to 

provide a more consistent regulatory framework across the EU. To this end, the GDPR introduces some new 

onerous obligations and increased penalties for non-compliance. 

All organisations handling personal information should review their procedures as soon as possible to ensure 

compliance with the new provisions. A Google-funded paper estimates that the cost for an average SME to 

implement the GDPR could run up to EUR 7,200 annually3
. 

This publication starts by providing an overview of the key concepts in the field of data protection. It then 

discusses the main principles that the GDPR prescribes for the processing of personal data. The third part of 

the publication includes aspects related to the supervision of and non-compliance with the GDPR. Before 

concluding with the main changes brought by the GDPR, some attention is dedicated to the transfer of personal 

data to third countries. 

KEY CONCEPTS AND THE ROLE OF PRACTITIONERS IN DATA 

PROTECTION 

Personal data includes any information relating to an identifiable natural person (the data subject). E.g. the home 

address, income, or telephone number of a certain individual. Accountancy practitioners regularly process 

personal data of their clients or employees. 

Data processing is any operation performed on personal data. This includes collecting, recording, structuring, 

storing, adapting, consulting, using, disclosing, erasing or destroying data. 

For example, accountants collect and store information related to the identity of a new client to comply with 

their Customer Due Diligence requirements under the Anti-Money Laundering Directive. When providing payroll 

services for their clients (and themselves), they also have relevant personal data for the employees. Auditors 

process personal data of their clients' employees. 

Data can be processed by data controllers and data processors. Data controllers determine the purposes and 

means of the processing of personal data. Data controllers can call on data processors to process personal 

data on their behalf. Data controllers should keep in mind their responsibilities when working with a data 

processor. 

Practitioners can be both data controllers and processors. For example, an accountant that stores in the cloud 

personal data of their clients is a data controller. The cloud service provider is, in this case, a data processor 

that processes the data stored by the data controller. However, the accountant keeps their responsibilities when 

outsourcing data processing, including ensuring the appropriate security of personal data. 

1 Regulation (EU) 2016/679, available at: http://eur-lex.europa.eu/legal
content/EN/TXT /PDF/? uri=CELEX:32016R0679&from=EN 
2 Directive 95/46/EC, available at: http://eur-lex.europa.eu/1egal-content/EN/TXT/HTMU?uri=URISERV:114012&from=EN
3 L. Christensen, A. Colciago, F. Etro and G. Rafert, The Impact of the Data Protection Regulation in the E.U (13 February

2013), available at: http://bit.ly/2iTWy9r 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=URISERV:l14012&from=EN
http://bit.ly/2iTWy9r


• 

• 

• 

• 

• 



• 

• 

• 

• 

• 



https://www.enisa.europa.eu/topics/data-protection/privacy-by-design


https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing
https://ico.org.uk/media/action-weve-taken/mpns/2013720/mpn-norfolk-county-council-20170315.pdf
https://haveibeenpwned.com/
https://www.enisa.europa.eu/publications/guidelines-for-smes-on-the-security-of-personal-data-processing


http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm


http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm
http://ec.europa.eu/justice/data-protection/international-transfers/eu-us-privacy-shield/index_en.htm


• 

• 

• 

• 

• 

• 

• 

• 

•

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
https://www.privacycommission.be/sites/privacycommission/files/documents/STAPPENPLAN%20FR%20-%20V2.pdf
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http://www.accountancyeurope.eu



